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ABSTRACT

The cutting-edge technology, namely cloud of things (CoT), has shaped the existing business process 
into a new orientation in terms of performance, usability, and reliability. Among different business 
processes, online education is one of the prime areas where CoT can be used to make it more agile in 
the context of performance and usability. In this endeavor, a novel methodology has been proposed 
for an online higher education framework based on CoT. The proposed framework is made agile 
using service-oriented architecture (SOA). Furthermore, in order to make the proposed framework 
more reliable, a zero knowledge proof (ZKPF) system has been introduced here. The proposed ZKPF 
algorithm is based on the Hadamard matrix. Experimental results have been shown to lay bare the 
effectiveness of the proposed algorithms.
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INTRodUCTIoN

The astonishing formation of information automation has developed a new sight for web studying that 
its impact has so far escalated to the globe. That is the reason various nations have been recompensing 
importance to information technology and awaiting and provide studies in different and tempting 
ways. It is quite familiar, the implementation of computers and online coaching, to the former tutoring 
needs some sort of alteration. As result, the experimentation and evolution of mannered studying 
must sincerely mention the returned interconnection among the peers. Implant the Interconnected 
experiments matters to the upper mention procedure, the outcomes of the energetic experiment than 
can be waited (Weston, T.J. and Barker, L., 2001). In an online learning atmosphere, self-studying 
has become a crucial chain to mentor peers by advising the studying roots to peers’ requirements in 
instants time duration (O. R. Zaiane, 2001). Network relied upon studying as a widely used education 
system gives many probabilities, like reaching a new batch of peers, the liberty of opting the period 
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to gain in any duration of period and can be accessed in every place, the option learners choose and 
combinatory education atmosphere (Rune Pettersson Gary Svensson Yvonne Waern, 2002).

Reciprocity is the hub of tutoring and education. The studying procedure is relied upon the 
interconnection with the tutor, with the students along the satisfaction. The latest network and the 
publishing automation lay out the variety of probabilities for peers to reciprocate with satisfaction 
along with the other students and mentors (Xu Lei, Claus Pahl, and Dave Donnellan, 2003). The 
network as the base, whilst grows complication for the two grounds. Initially, the instructor gets a little 
response in return. The second thing is that it ignites the latest and creative ideas of instructing and 
studying. Developing assessment and the shadows of assessment outcome into the guiding structure 
and therefore the grounds in the context (Chenn-Jung Huang, et al., 2004).

Moreover, the modern online education atmosphere is occasionally an addition to the primitive 
bookish studying, in which the student reads the matter from a display despite the papers. Creating 
an online combinatory education is a sight and difficult task in order to enhance the standard of 
education and lifetime studying online (Yi Jia, 2005).

In the past years, computer automation, and the world network in specific altered the manner we 
used to instruct and gain, and this innovation will remain in the following years with more educational 
institutions along with the elementary education compromising with the online studies of different 
types into their studying affairs (Harris Wang, 2006).

Individual syllabus series is a crucial experiential issue for network education as no certain 
education ways would be correct for all the students .so, many workers concentrate on growing online 
environment chains to persist internet-based education and adopting gives studying ways to support 
the studying presentation of all students (Chin-Ming Hong, et al., 2007)

The own regulatory education is a worldwide studying rotated styling planning and it very 
appropriate to be implemented in own managing studying for supporting education presentation of 
every student in online e-learning. The own studying capacity of students is a crucial point impacting 
the studying presentation in an online studying atmosphere (Chih-Ming Chen, et al., 2007).

In the experiment task of Agatha and Burd, SWLinker is shown, a format that hopes to raise 
the capacity of network-based education sources by the unity of Semantic network automation. It 
grips the alliance of Learning Objects (LOs) on the Semantic network-based actual connection to 
feed the network papers with semantic piles of additional information. SWLinkier is a package of 
various machinery that gives two tempting paths to support the peers while searching the sources 
on the network. 1) it works as a styling follower that generally supports the students having a 
little details f the specific titles. it allows them to search general papers, meanwhile, to have the 
educational mentoring and key to the additional information sauces valid to the content. 2) it works 
as a combinatory searching servant that facilities combinatory answers on the grounds of guidance 
sectors (Iyad AlAgha, Elizabeth Burd, 2008). 

In the past ten years, network automation is modernizing on a greater scale than the time of wise 
network-based learning jobs is upcoming soon. In specific, the semantic network has changed the 
growth of network genius through advanced medium capability on the information grounds shown by 
graded languages on the web. There are the RDF and OWL which are helpful to predict the semantic 
connections among network grounds (Feng-Hsu, W. and Dai-Yan, C., 2008).

Virtual Learning environments are the crucial partials the web-based stage for studying in the 
oats few years. Sure, the change in the increment in utilization VLE with the primitive learning 
system, reusing of the utilities requires to be incremented too. Most recent VLEs are being created 
with the help of a system of focused reach instead if any learning organization requires a VLE, they 
require to buy the complete seem and install it in third servers. This resists the self-usage of VLEs in 
the content of user medium structure bad utilities for both peers’ tutors (e.g., studying and education 
utilities) (Fang-Fang, C. and Eng-Soon, T., 2008).

A very popular instant studying atmosphere comprises of the network implementation base 
with the receipt of PowerPoint data, tabulation of network-based classes matter, the identification 
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governance and jobs to tutors and peers, the KUMA server, and the system made by visual C# with 
interchanging of PowerPoint file to puff files and various streams in window format, depicted in 
Figure 1. The motion comprising utility of playing and providing is added to providing matters to 
various peers. The presentations with the Windows Media Load Simulator reveal the probability 
to provide to about 100 peers. A genuine duration system of changing from PowerPoint to WMV 
(window media video) file is created to identify the finishing of alteration. After finishing, an email 
is sent to a tutor for having a loon on the web-based class matter (Hidenori Akiyama, et al., 2012).

A lot of research has found optimistic answers with the implementation of network-based unit tests 
for the online learning environment. Wang reveals, network-based unit assignments permit students 
to feed the atmosphere and solve the problems at any duration of time and from any network linked 
computer after online lectures (T. H. Wang, 2008). Besides, it also has consequences on network-
based studying. Ahead it is advised that instructors could provide personated studying by utilizing 
the personalized studying techniques’, facing the benefits of utilizing personalized studying (T. H. 
Wang, 2012) (Hamidreza Mahroeian and Dr.Wee Mee Chin, 2013). 

MOOCs provides the best-rated learning network-based syllabus at affordable prices to anyone, 
making upgraded instructing providing to everyone with the connection of worldwide network 
(Frolov, I., & Johansson, S. 2013), encouraging the learners to utilize their precious time in focused 
learning (Grunewald, F., et al., 2013), and unfolds the personalized studying and lifetime studying 
(SRI Education, 2014). An educating increment area is one of the useful and impactful elements. It is 
a statically way that enables the users to have a look at their performance through thru method of an 
activity, return a response on finishing the activity or a performance display which develops more with 
the more competition of activity (Conrad, F. G., et al., 2010), and a time governing utility to the peers 
that shows their performance in tasks (Filvà, D. A., 2014). It is necessary for today’s user medium. 
It has numerous sight displays e.g., histograms, Courser (Te-Lien Chou and Sufen Chen, 2015).

Figure 1. Rapid e-learning system Source: Hidenori Akiyama, et al., 2012
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BACKGRoUNd 

We reside in an era where information and communication automation is an uncarpeted part of 
around all grown nations. ICT furnishes and aids the standard of living in various environments 
including tablets, learning procedures, and safety (Sari, P. W. C. R. H. H. M. W., 2017). Internet of 
things supports ICT to add the given utilities for things approach and reshaping from anywhere to any 
individual globally (A. Abuarqoub, et al., 2017). IoT comprises four pillars, things, people, process, 
and data. In today’s world of IoT tools are attached to the web but in the future would be connected 
to more advanced devices that will have internet connectivity (Azamat Zhamanov, et al., 2017).

In the research paper of Majored and Ali, it is said about recasting the smart classrooms and 
campus with the Internet of Things (Iota) implementations. The Iota program is been classified 
into various parts that specify the specific effect on campuses and classrooms. With the coming of 
Iota applications the higher studies organization Havel has been drastically altered which allows 
different things to have a connection between them for the central base of interconnection. Various 
object varies from controllers to sensors. various learning parameters can be detected using big data, 
wearable automation, interconnected truth, and cloud computing. This automation has developed a 
new connection between the educational atmosphere and the peers to provide useful details. The 
implementation of Iota in studies is divided into the mentioned terms of classroom access control, 
enhancing instructors, and studying, looking on leaner’s healthcare, true ecosystem, and energy 
governance (Asim M. & Mahmood A., 2018).

A little IoT testbed is known as IoT PEER (IoT platform for engineering education and research) 
was structured at Tennessee Tech for research no education. Recently this testbed is used in learning 
safety and modern manufacturing-based matters (Terry G., et al., 2018). Studying skills play a crucial 
part in gripping and having a deep knowledge of a learner. if the tasks, assessments, lectures, etc are 
made as per the preferred requirements of peers that can turn into good furnishing and the knowledge 
of the subject by the learner (Saxena, A., et al., 2019).

Internet of things is emerging tech automation. It is considered more innovative. The device’s 
interconnection out-breaking emergence is altering the globe. The IoT experiments result from 
numerous institutions that have adopted IoT as their automating planning (Williams, Z. D. et al., 
2020). The reason resides in the splendid caliber of interconnected IoT automation and the lasting 
modernization of its tempting utilization in the structure of various standards (Scully, P., 2020). 
However, these mediums’ information is huge, customers are facing problems in the right decision 
of which medium is best for the usage between the three. This search reveals the difference between 
the three major centers of analytics and safety (Muhammed, A. S. & Derya U., 2020).

The worldwide network and the net extension into the physical truth is made probability through 
several criteria which are categorized in a roof of the extensively utilized terms i.e., internet of things 
for IoT which is an emerging subject of finance social and automation needs (Kraijak, S., & Tuwanut, 
P., 2015).

It is revealed that 85% of institutions globally will use IoT smart tools in various parts according 
to (Meola, A., 2016) and nearly 90% of the businesses are not sure about their safety (Waseem I., et 
al., 2020). In the research work of J Steven Perry, the author reveals the various strike that can be 
applied to the number of IoT answers that are striker needed weakness on the personalized device’s 
food having a path to the whole web (Perry, J. S., 2017).

The dangers of IoT comprises the topic like weak password dearth to assess back doors and 
web execution. Detail of endangers can be seen in the attack surface area. When a striker intrudes 
into the web, he tries to figure out an IP address, find out web activities and send bitter messages 
to them. Similar activities performed in striking and IoT web is to change devices in two boats are 
for the usage for DDoS strikes. Data secrecy is a matter as a striker under the web could call you 
could intentionally light personal data such as secret passwords, card details, and other personalized 
information (Lilla N. & Adrian C., 2019)
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The major automation enablers of IoT format are descriptive, also finding the open safety 
and secrecy terms (Luigi A., et al., 2010). The authors supply test of secrecy lacking IoT formats 
Vidyut three-dimensional design to show the interconnection of IoT safety hub whereas the result of 
countermeasures is lost (Md Mahmud H., et al., 2015). Weber stated that secrecy and safety valid IoT 
issues are raised on a juridical sight (Rolf, H. W., 2010). Giri capsulation of privacy answers to IoT 
organizations is discussed in the research work of Sabrina Sicari (Sabrina S., et al., 2015).

It has been immersed in many a factory such as healthcare system traffic organization every 
governess studying atmospheric looking after digital homes and metropolitan cities. Authorities and 
studying institutions are utilizing IoT to reshape procedures uses data and supports durability. The 
utilization of digital tools and wearable tools is built in various institutions (Johnson, L., et al., 2015).

The IoT objects of things are emerging as more advanced curing is wiser and communications 
have become guiding. However, IoT is preferred in nearly all sectors studying house course health 
care tourism transportation (Vermesan O. & Friess, P., 2014). The resolved factories studies and 
persons are aiming to engage the stream of quick advertising with solar Li consideration to IoT tools 
and network’s security. The threat done by those interlinked gadgets harms the safety of devices as 
well as the whole environment comprising network search, implementations, and social web and hub 
through a smart tool such as aeronautics devices. In short including a single part or talking mediums 
in an IoT system can freeze a portion of the complete network system (Nadia C., et al., 2018).

The IoT systems defer and are experiencing various threats and dangers can be categorized into 
two parts. Initially, it is all about categorizing relying on the files of the IoT organization structures 
whereas the second handle with the IoT and dangers classification is based on the structural tasks 
(Krushang, S., & Upadhyay, H., 2014). IoT systems form physical atmospheric relation to the virtual. 
The polity illustration of IoT structures are shown in Figure 2 IoT comprises three main piles which 
our perception physical layer web transportation layer and implementation layer. 

Firstly, the first layer is the physical layer full stop it is made up of different kinds of actuators 
and sensors that deliver and have data using quality products such as RFID, Bluetooth, and 6LowPan. 
Secondly, the second layers are a part that sure about the tempting routing sending of data and details. 
It uses communications files such as Wi-Fi 3G GSM IPv6 etc. The last layer is additionally known 
as the software layer. It supports a system with the enterprise terms and provides a user interface 

Figure 2. IoT architecture & layer-wise attacks Source: I. B. Ida, A. Jemai, and A. Loukil, 2016) (S. Babar, et al., 2011)
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(traffic monitoring digital classrooms). Every layer may short different kinds of weaknesses (Ida, I. 
B., Jemai, A., & Loukil, A., 2016) (Babar, S., et al., 2011).

IoT threats classification by challenges are depicted in Figure 3, and discussed below:

a.  Heterogeneity and Interoperability: The backend IoT arrangements consider the utilize of sensors, 
actuators, and portals given by distinctive sellers and may have distinctive adaptations. To do so, 
the utilize of dispositive overseeing interoperability between heterogeneous gadgets is needed.

b.  Connectivity: A network among distinctive elements of the framework is necessary.
c.  Mobility and Scalability: Gadgets of IoT frameworks may be in persistent versatility within the 

field range; consequently, may alter the bridges they are associated with. This regularly causes 
disturbance of brokenness and/or associations to unapproved facilities.

d.  Addressing and Identification: Field gadgets in IoT applications utilize ordinarily moo control 
radios for brief remove association (less than 1 kilometer). For that, facilitator hubs distribute 
neighborhood addresses that do not take after a normal specification, to cohort devices.

e.  Spatio-temporal services: Occasions may be categorized by the plentifulness of Spatio-temporal 
motivation. As a result, information from IoT gadgets of the same frameworks ought to have 
sensible transient behavior and spatial geolocation. 

f.  Resource constraints: Nearly All gadgets are little, which implies that they are asset compelled 
in terms of computing control, onboard memory, arrange transmission capacity, and vitality 
accessibility. Altering, data spillage and hub cloning are conceivable assaults since the shrewd 
gadgets and sensors are asset constrained.

g.  Data Interchange: Some time recently information compatibility starts, it must be scrambled at the 
source IoT hubs. The encryption components depend on the sort of equipment, its computational 
capability, and capacity. Unseemly choice leads to security vulnerabilities such as data leakage.

h.  Resource and service discovery: Instruments of asset and benefit revelation ought to be conveyed 
to empower independence and auto-finding of the devices.

Figure 3. Threat Classification of IoT Source: Nadia, C., et al., 2018
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i.  Trust and privacy: Savvy sensor gadgets oversee touchy client data (e.g., client propensities, 
patient’s information, gracious assurance information, etc.); consequently, secrecy and information 
assurance are amazingly important.

Ida et al. proposed an orderly think about the security issues within the IoT for a framework on 
cloud computing stages. This thinks about given an investigation of IoT security vulnerabilities by 
illustrating security challenges in eHealth frameworks associated with cloud stages and examined 
arrangements to basic security dangers commonly emerging in these situations. They too proposed 
a novel cloud-based IoT framework (Ida, I. B., Jemai, A., & Loukil, A., 2016). The gadgets in IoT 
encourage the todays’ life of individuals. In any case, IoT has a gigantic danger to security and security 
due to its diverse and energetic nature. Confirmation is the foremost difficult security necessity in 
an IoT ecosystem, where a client (outside party) can straightforwardly get to data from the gadgets, 
given the common confirmation between client and gadgets happens (Sravani, C., et al., 2017). 

The cyber-attack for IoT will bring awesome misfortune to inhabitants and businesses. The IoT 
framework is defenseless to a few cyber-attacks like Refusal of Benefit (DoS) assault, particular 
sending, fake directing data, and listening in (Zhao, K., & Ge, L., 2013). Among the cyber-attack, 
DOS assault may be a broadly utilized strategy. Due to the danger of cyber-attack, the security 
examination of the IoT framework is essential. The clients need gadgets that fair work, that requires 
negligible interaction in arrange to operate properly and they do not take into thought the security 
issues (Alanazi, S., et al., 2015). Vitality utilization and adaptability issues are exceptionally imperative 
cross-platform concerns. Most of the gadgets are planned without security best-practice in intellect, 
and issues show up both at the program and equipment levels. After a security exploit is distinguished, 
the method of upgrading is not mounting in a sensible time, and in some cases, it is missing (Cristian, 
S., Octavian, G., Răzvan, R., 2018).

Since IoT includes associated gadgets, it is basic to have confirmation at the gadget level moreover. 
Subsequently, security is to be protected whereas picking up get to savvy IoT scenarios. Believe-
related issues also exist in IoT applications. As belief may be a complex idea, it is challenging to 
depend on trust-based choices. Especially believe the administration is related to get to control and 
personality administration. Believe-based conventions or dependability examination components are 
in this manner essential (Niraja, K. S., & Sabbineni S. R., 2020).

CyExec is, accepting the presentation of higher instruction teach and little and medium-sized 
ventures is the work out a framework to memorize the fundamental procedures of cyber-attack and 
defense (S. Toyoda, S., et al., 2018). The underneath records appeared the characteristics of the 
CyExec (Maki, N., et al., 2020): 

• Highly convenient work out the environment at a moo fetched.
• Exercise environment of appropriate joint advancement and utilization CyExec upgrades the usage 

of workout programs by joint improvement and utilize of not as it were a single organization but 
to a related organization.

In arrange to realize joint improvement and utilize numerous higher instructions to educate, it is 
essential to create and utilize workout programs between distinctive education productively employing 
a holder innovation like Docker (Sanggyu, S. and Yoichi, S., 2020).

PRoPoSEd FRAMEWoRK

In this manuscript, a robust CoT and service-oriented architecture (SOA) (Josuttis, N. M., 2007) based 
framework for an online learning system has been proposed, which is shown in Figure 3. In Figure 
3, the loosely coupled platform-independent, technology-independent services address the different 
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tasks of online education services. Starting from the bottom, the device service layer comprises sensor 
nodes, RFID, GPS, etc. This service layer captures raw data from the real-world and provides it to 
its upper layer, namely Network Service Components. The Network Service Components comprises 
of different network component services, namely Zigbee, Bluetooth, Internet, etc. to provide the raw 
data as captured by Device Layer to Cloud-based service Layer. 

The Cloud-based service Layer provides the cloud storage service, computational services, etc. to 
process the raw data from the device layer.  The business request, applications, data, and infrastructure 
are properly configured at the orchestration layer. After the orchestration process, the different online 
education services, namely online classes, online exams, online assignment submission, etc. services 
are available at the consumer layer. The Integration Enterprise Service bus integrates all services. To 
make the proposed framework to be more agile, a Zero-knowledge Proof Security System(ZKPF) has 
been introduced. The proposed framework based on SOA is shown in Figure 4.

Thus as said above in Figure 4, the role of the device layer is to access raw data from environment 
and after that the said data is passed to its upper layer, namely Network Service Component. The 
different components of this layer, namely Zigbee, Bluetooth, Internet, etc. passes the said data to 
cloud storage services offered by cloud-based services that exist above this layer. Furthermore, the 
automated configuration, management, and coordination are done at the above layer it. Consumers can 

Figure 4. Proposed Framework based on SOA
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access the different services provided they have to prove them as authorized users using the proposed 
ZKPF security mechanism. Furthermore, the proposed framework, which is a Smart Web-Based 
Learning and Teaching Platform, has been implemented using the concept of Angular technology 
for the development of the frontend. Spring Boot has been used for the development of the back-
end, whereas MySQL has been used as the database system. The controller XML for the same is 
shown in Figure 5. In Figure 5, dependency ‘spring-boot-starter-thymeleaf’ initiates the execution of 
thymeleaf, with the help of frontend Angula. Thymeleaf is a modern server-side Java template engine 
for both web and standalone environments, this helps for the development and execution of frontend 
technologies. For the initialization of the entire client-side tools and technologies ‘spring-boot-starter-
web’ dependency has been used, whereas for the purpose of management ‘spring-boot-devtools’ has 
been used here. Furthermore, in this endeavor Project Lombok has been used. Project Lombok is a 
Java library tool that generates code for minimizing boilerplate code. The library replaces boilerplate 

Figure 5a. The Controller xml

Figure 5b. The Controller xml
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code with easy-to-use annotations. Here a dependency for Java Persistence API (JPA) has been used. 
Spring Boot JPA is a Java specification for managing relational data in Java applications. It allows 
accessing and persisting data between Java object or class and relational database. JPA follows Object-
Relation Mapping (ORM). The implementation of all details is shown in controller XML(Figure 5). 

PRoPoSEd ZERo KNoWLEdGE PRooF (ZKPF) ALGoRITHM

The concept of the Zero-Knowledge proof (ZKPF) algorithm as found in the literature (Eli, B. S et 
al.,2015) (Alex, B. G. et al. 2019) is shown using the activity diagram in Figure 6.

Figure 6. The Zero Knowledge Proof System (Eli, B. S et al. 2015) (Alex, B. G. et al. 2019) 

Figure 5c. The Controller xml

Figure 5d. The Controller xml
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In Figure 6, a user has to prove that he or she is an authorized user. For this, his or her credentials 
would be checked by the verifier. The verifier (in Figure 6, it is shown by authenticated server) 
challenges the user (i.e. prover) by asking question from the question data bank (which is shown in 
Figure 6). If user gives the correct answer for a large number of iteration, then it is assumed that he 
or she is an authorized user otherwise not. In this manuscript, the existing ZKPF algorithm has been 
modified and a new approach has been proposed. Here, the proposed ZKPF algorithm is based on the 
concept of Hadamard matrices. The concept of Hadamard matrices was first introduced by Hadamard, 
J. (1893) (Hadamard, J. (1893). A Hadamard matrix of order n is a matrix denote by Hn comprises of 
“1” and “-1”, so that the product Hn * Hn 

T = n In (K. J., 2007). It is observed that Hadamard matrices 
exist for n=1,2 or 4k, where k belongs to a set of Natural Number N.

Henceforth, the different types of Hadamard matrix as found in the literature are given below:

H1 = [1]1x1 

H

H

2
11

1 1

4

1111

1 11 1

11 1 1

1 1 11

2 2

=
−

















=
− −
− −
− −

















×

�







×4 4

 

and so on.
Some properties of Hardmard matrices as observed in the literature (Horadam, K.J, 2006) are 

given below:

a)  The inner product of any two rows or columns of Hardmard Matrix follows the Orthogonal 
property i.e Ri*Rj=0, for all Ri, Rj 

Where Ri represents an ith row of the Hardmard matrix, Rj represents the jth row of the Hardmard matrix.
Similarly, it can be implemented for columns of the Hadamard Matrix.

b)  Hardmard matrix remains invariant under transposition.

i.e H2 = 
11

1 1
2 2

−















 ×

 

Again H2
T=
11

1 1
2 2

−















 ×

 

Here H2
T is also a Hardmard matrix.

c)  If two rows or columns of a Hardmard matrix is permuted then the resultant matrix is also a 
Hardmard matrix.

d)  If a row or column of a Hardmard matrix is multiplied by “ -1” then the resultant matrix is also 
Hardmard Matrix.
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e)  Two Hadamard matrices are equivalent if they are converted into each other using the above 
properties c) and d).

f)  If H1 be Hadamard matrix of order n1 and H2 be another Hadamard matrix of order n2 then the 

Kronecker product or tensor product H1⊗  H2 is also a Hardmard matrix of the order n1X n2.

g)  Furthermore, the Sylvester Hadamard matrices belong to the family S S k
k

t= ⊗ ≥{ }1
1:

The Hypothesis of the proposed ZKPF algorithm is given below :

Hypothesis 1: For the formation of the Hadamard code, the Hadamard matrix of the form H2
n, where 

n ɛ N (Sylvester – Hadamard matrix) are only considered.
Hypothesis 2: The entity ‘1’ of the Hadamard matrix is denoted by “White Colour”.
Hypothesis 3: The entity ‘-1’ of the Hadamard matrix is denoted by “Black Colour”.
Hypothesis 4: Proposed algorithm must follow orthogonal property of Hadamard matrix, ie. 

Ri * Rj = 0 , for all Ri, Rj.
Where Ri represents the ith row of Hadamard matrix
Rj represents the jth row of the Hadamard matrix.

Hypothesis 5: Hn Hn
T = n In , where In is an identity matrix of order n.

Hypothesis 6: 

A

a a a n

a a a n

am am amn

=

…………
…………
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…………





 11 12 1

21 22 2

1 2

,

,

,



















×m n

 

If A be a Hadamard matrix of order m x n and B is another Hadamard matrix, then Kronecker product 
of matrices A and B is defined as (Hadamard, K.J., 2007)

A B

a B a B a nB

a B a B a nB

am B am B

⊗ =

…………
…………

…………………………

11 12 1

2 1 22 2

1 2

,

,

, ……………
























×

amnB
m n

 

Hypothesis 7: Every Hadamard matrix would be represented using the row-major technique. Each 
‘1’ would be represented by ‘white’ color and ‘-1’ by ‘black’ color, whereas the row separation 
by any color apart from white and black. Here red cooler has been used for row separation.

The process is illustrated as:
For
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H2
11

1 1
2 2

=
−















 ×

 

The color pattern would be

 

And the corresponding Hadamard matrix would be 

H2
11

1 1
2 2

=
−















 ×

 

And so on.
The above-mentioned Hypothesis from 1 to 8 are provided to valid users by the online education 

service provider through private channels. 
Now, when anyone requests for online education service from the online education service 

provider then the proposed ZKPF will check the authorization of users using a series of challenge-
response patterns. By this challenge-response pattern, the user (prover) is checked whether he/she is 
an authorized user or not by the proposed ZKPF (verifier).

Here, the proposed algorithm comprises of two parts, one for verifier, which is given in 
Algorithm1, and the other for prover, which is given in Algorithm 2. Algorithm1 and Algorithm2 
are given in Figure 7 and Figure 8 respectively. Algorithm 1 (which is shown in Figure 7) checks 
the authenticity of a user (i.e. prover) by the process of a challenge-response pattern after getting a 
request from the user. For this, the verifier generates a random number, say, n and after that computes a 
number, say, m =2n. Now a Hadamard matrix of order mXm i.e Hm is chosen from the set of Hadamard 
matrices and then after it is converted into a color pattern, say, k as per Hypothesis 7. After that the 
proposed Algorithm1 generates another whole number, say m1 such that m1 is greater than m, and 
then calculates s = 2m1. Now it sends <k,s> as challenge to user(prover). It then accepts a response 
from the user, say, k1. Now, k1 is converted into Hadamard matrix as per Hypothesis 8 and then 
after checks its orthogonal property as per the Hypothesis 4. If an orthogonal property is not satisfied 
then the user is considered as authorized user and Algorithm1 ends otherwise verification process 
would continue for a large number of iteration and if user credentials are maintained throughout the 
iteration then the user would be declared as an authorized user otherwise not. 

The proposed Algorithm 2 (which is shown in Figure 8) accepts <k,s> from verifier converts k 
into Hadamard matrix, Hm using Hypothesis 8. After that a Hadamard matrix of order sXs, say, Hs. 
is considered from the set of Hadamard Matrices. Now a new Hadamard matrix is generated, say, H 
as per Hypothesis 6. After that H is converted into a color pattern, say, k1 as per Hypothesis 7, and 
then it is sent to the verifier by the user(prover) to check the credentials of user.
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Figure 7. Proposed Algorithm1 for Verifier
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Robustness of the Proposed Algorithm
Due to the combinatorial nature of the formation of the Hadamard matrix based on Sylvestor’s 
construction of the Hadamard matrix, the proposed algorithms are very reliable and robust against 
any brute force attack as compared to the existing approaches.

Experimental Setup and Result
The proposed algorithms, namely Algorithm 1 and Algorithm 2 have been implemented using the 
Python programming language. The numerical evaluation of proposed Algorithm1 is shown in Table 
1. Its corresponding graph is shown in Figure 9. Moreover, the numerical evaluation of the proposed 
Algorithm 2 is shown in Table 2 and its corresponding graph is shown in Figure 10. Figure 9 and 
Figure 10 imply the combinatorial nature of the proposed algorithms and hence are more robust by 
nature against any brute force attack. 

Figure 8. Proposed Algorithm2 for the prover
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Obviously, the time complexity of proposed Algorithm1 consists of the time complexity for 
the generation of the random numbers, time complexity for converting the Hadamard Matrix into 
color pattern. By inspection the time complexity of proposed Algorithm1 is O(n^2). Furthermore, 

Table 1. Time required for algorithm 1

Figure 9. Graphical representation of Algorithm 1
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Table 2. Time required for algorithm 2

Figure 10. Graphical representation of Algorithm 2
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by inspection the time complexity of proposed Algorithm2 is found to be O(2^2n). The graphical 
representation of the simulated result of proposed Algorithm1 and Algorithm2 are shown in Figure 
9 and Figure 10 respectively.

CoNCLUSIoN 

In this manuscript, a novel cloud of things (COT) based online education system framework has 
been introduced. To make the proposed framework to be more agile, the concept of service-oriented 
architecture (SOA) has been incorporated in the proposed framework. Furthermore, for the security 
of the proposed framework, the concept of the zero-knowledge proof (ZKPF) system concept has 
been incorporated in the proposed framework. In this endeavor, a more robust concept of ZKPF has 
been introduced based on the Hadamard matrix. Experimental results have been shown to lay bare 
the effectiveness of the proposed approach. 
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