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ABSTRACT

User authentication plays a crucial role in smart card-based systems. Multi-application smart cards 
are easy to use as a single smart card supports more than one application. These cards are broadly 
divided into single identity cards and multi-identity cards. In this paper, the authors have tried to 
provide a secure multi-identity multi-application smart card authentication scheme. Security is 
provided to user data by using dynamic tokens as verifiers and nested cryptography. A new token is 
generated after every successful authentication for the next iteration. Anonymity is also provided to 
data servers which provides security against availability attacks. An alternate approach to store data 
on servers is explored, which further enhances the security of the underlying system.
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1. INTRodUCTIoN

The concept of using Integrated Circuits (IC) in plastic card is very old and initial patents can be traced 
back to late 1960s. Technological advancement over last two decades (increase in terms of storage 
space, power, and processing speed along with reduction in terms of size of processor) enabled us to 
add further functionalities into smart card like Operating System, Authentication Mechanisms and 
Cryptography which led to mass implementation and usage of the system. The evolution of smart 
cards made them useful for wide range of applications (Rankl & Effing, 2004). Authentication is the 
process of verifying identity of a user (El-Latif et al., 2018; Nedjah et al., 2017; Nedjah et al., 2019; 
Tewari & Gupta, 2018; Zheng et al., 2017). There are 3 basic factors that can be used to authenticate 
users, i.e., Knowledge, Ownership and Inheritance. Knowledge consists of knowing a secret like a 
password, PIN, etc. Ownership consists of possessing an object like smartcard (Gupta & Quamara, 
2019), software token in mobile, smart watch, etc. Inheritance consists of elements exclusive to the 
user like fingerprint, voice, DNA, etc.

Smart card system is one which uses smart card at its core and performs certain actions like 
authentication, cryptography, data storage, etc. in order to obtain the results that are desired by the 
user. This system consists of various entities, each assigned a specific role to carry out successful 
implementation of the execution. Most commonly used entities of a smart card system include Smart 
Card, Smart Card Reader, Server(s), and Communication Channel (Rankl & Effing, 2004).
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There are a few basic steps that are a part of every smart card system. Smart card is connected 
to the smart card reader either directly or wirelessly. This gives power and clock pulse and the smart 
card is activated. After activation, command and response Application Protocol Data Units (APDUs) 
are transmitted between card and reader. After activation of smart card, a secure channel is established 
between card and reader. This channel can be based either on contact point or contactless media. 
Usually the established channel is encrypted, especially when medium is contactless. Architecture of 
a basic smart card system is given in Figure 1. Next step is to validate user identity by authenticating 
user. User authentication can be based on one or more factors. Validating identity of user can be 
performed locally at reader or special server called as authentication server. After authenticating user 
respective application on the smart card is executed. The application can either be providing access 
to some service or data. Once all the operations are performed, application is terminated.

1.1 Identity Based Smart Card Classification
In this paper, we focus on multi-application smart cards. These smart cards are further classified 
based on total number of identities stored, i.e., Single Identity and Multiple Identity. Main differences 
between these cards are provided in Table 1.

Major issue lies in providing a secure authentication mechanism for multiple identities. Importance 
of this issue is higher because if the authentication mechanism is compromised, system will consider 
attacker as a legitimate user and give access of data. Resource sharing and reduced storage increases 
need for a lightweight and efficient authentication mechanism. Main objective and contribution of 
this research is to provide a platform which provides support to run multiple applications on a single 
smart card with minimum level of dependency or trust between applications.

The remaining section of this paper is organised as follows: Section 2 shows some related work 
which is relevant to our scheme. In section 3, we have described our proposed model. We evaluate 
security of our scheme and compare it with other schemes in Section 4. Finally, we conclude this 
paper in Section 5.

Figure 1. Basic Smart Card System
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2. ReLATed WoRK

Smart cards are being used to authenticate users from the time when they were not even able to update 
elements present in their storage. Many researchers have proposed various models so far to utilize 
smart cards for providing user authentication in secure manner. In this section we list some of these 
authentication models that use smart cards along with the list of problem that they address and solutions 
they provide in Table 2. Evolution in smart card technology have made it possible to use more than 
one factor for the purpose of user authentication. This led to development of various two-factor and 
three-factor authentication schemes. Inheritance factor generally is considered as the most secure 
factor as it is something that user cannot forget and mostly cannot be forged. Major disadvantage of 
this factor is the fact that it is supposed to be transferred on an insecure channel (Internet) by little 
or no processing from a low processing device, i.e., Smart card reader. Authentication schemes 
consisting of Knowledge and Ownership factors are preferred in two-factor authentication schemes.

Li et al. [3] identified problem of lack of mutual authentication as a major problem in the smart 
card systems. They proposed a solution which required system and user to authenticate each other 
before providing access to the system. Hence, user can also confirm identity of the system. Li et al. 
[3] and Amin et al. [9] identified that there is an extra overhead in systems with global clock. The 
problem of global clock synchronization existed when global clock was included in system to check 
freshness of received message. Random nonce generation was used as a replacement mechanism for 
checking freshness of the message. Lack of user anonymity was also identified as major problem in 
various systems [6, 7, 8]. Doshi et al. [6] used the concept of bilinear mapping to maintain anonymity 
of user identity. Cui et al. [7] used dynamic identity generation which was limited to a specific session 
to maintain user anonymity in their system. Odelu et al. [8] used the concept of masking thus not 
revealing actual identity of user to server.

Major identified issues comprise anonymity of user identity from system [6, 7, 8], Global clock 
or clock synchronization [3, 9], and lack of mutual authentication [3]. These issues along with single 
authentication mechanism for different identities will be addressed in this paper.

Table 1. Comparison of multi-application smart cards

Multiple Identity    Single Identity

  • Different type of identity can be used for different 
authentication mechanism

  • Single type of identity is only stored and thus only 
single authentication mechanism is supported

  • No interdependencies amongst applications as each 
application has a separate identity

  • Applications are dependent on each other for security 
as compromising shared identity affects every application

  • No mutual trust is required amongst application as 
neither user identity nor authentication mechanism is 
shared

  • Mutual trust amongst the applications present on smart 
card is key for successful implementation as user identity 
is shared with all the application present on smart card

  • High Storage space is required for storing different 
identities and authentication mechanisms

  • Less Storage space is required as only single identity is 
stored and processed on smart card

  • Security mechanisms are relatively less secure because 
of resource sharing

  • Security mechanisms are relatively more secure 
because of no resource sharing

  • Every application has its own identity and storage 
responsibility and thus can be less secure

  • Every application works in sync and tries to secure the 
shared identity and authentication mechanism and thus 
more secure

  • Single Identity or authentication mechanism failure 
leads to failure of single application

  • Single Identity or authentication mechanism failure 
leads to failure of all applications present on system

  • Single rogue application cannot affect performance or 
security of other applications

  • Single rogue application affects the performance and 
security of other applications if core identity is accessed 
without processing
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3. PRoPoSed ModeL

The system consists of Smart Card, Card Reader, Authenticating server, Data Server and a Mediator. 
There are multiple Data Servers along with a single Authenticating Server. Each Data Server represents 
a specific type of data like Academics, Permits, Ownerships, Achievements, etc., for each and every 
authority. Authorities are distinct group of people who are classified into different parts and each 
one of them is entitled to at least one type of data depending on their requirements. Each Data Server 
implements different type of security mechanisms to store data statically and uses same mechanism 
for transfer of data. There are different types of cryptographic techniques that are used here i.e., 
symmetric encryption and key exchange algorithm.

3.1 Reason for Selection of AeS and dH-eKe
In the proposed scheme, AES and Diffie-Hellman Encrypted Key Exchange (DH-EKE) algorithms are 
adopted. In DH-EKE, at least one party encrypts the public key using a password and sends it to other 
party. This message is then decrypted by the second party and is used by second party to negotiate 
a common shared key with the first party. This is a secure version of Diffie-Hellman Key Exchange 
Protocol and is used to authenticate the entities involved in communication. Main advantage of EKE is 
that it implies that all the parties (devices) involved in communication are authenticated and genuine. 

Table 2. Related Work

  Author   Problems Identified     Proposed Solutions

  2010, Li et al. 
(Doshi & Patel, 
2018)

• High computational cost 
• No mutual Authentication 
• Need clock synchronization 
• Repudiation

• One-way hash function for low computational cost 
• Nonce for key generation 
• Non Repudiation through Biometrics

  2012, Savari 
et al. (Mayes & 
Markantonakis, 
2008)

• Single Application Smart cards are 
difficult to carry and process 
• Limited resources leads to 
weakness in cryptographic system in 
terms of security and efficiency

• Single smart card to support multiple applications 
• Cryptographic systems are combined to meet security 
requirements of various applications

  2013, Li et al. 
(Rankl & Effing, 
2004)

• Lack of forward secrecy 
• No Password verification in login 
phase

• No disclosure of session key even after leaking of 
Master key 
• Password validation in smart card and not on server

  2015, Amin et al. 
(Li et al., 2013)

• User and Server impersonation 
attack 
• Global clock for message 
freshness verification 
• Dependence on security of 
cryptographic symmetric key 
algorithms

• Secrecy of various login parameter(Di) and Di 
dependent dynamic keys 
• Random nonce to replace global clock 
• Complete dependency on hashing for authentication 
of user

  2015, Odelu et al. 
(Savari et al., 2012)

• Impersonation attack 
• Lack of user anonymity

• Separate authentication of user and server 
• Identity of user is not directly revealed to server

  2018, Cui et al. 
(Amin & Biswas, 
2015)

• Denial of Service attack 
• Anonymity attack 
• Stolen smart card

• Local authentication for preventing DoS attack 
• Dynamic ID for Anonymity attack 
• Biometric data for stolen smart card attack

  2018, Doshi et 
al. [6]

• Man-In-The-Middle (MITM) 
attack 
• No user anonymity

• Bilinear mapping is used to maintain user anonymity 
• Parameter secrecy to withstand MITM attack

  2019, Lwamo et 
al. [10]

• Different schemes for single-server 
and multi-server environments

• Smart card and biometric data is required for secure 
user authentication
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This enhanced security is achieved only due to encryption of public keys. While Diffie-Hellman was 
found vulnerable to attacks like Man-In-The-Middle attack, DH-EKE could withstand such attacks. 
This led to developments of improved variations like Password-Authenticated Key (PAK) family in 
IEEE P1363 (IEEE standardization project for public-key cryptography)

Block ciphers are considered as obsolete as the encryption and decryption keys are same, but 
they provide more efficient and reliable cryptographic standards if key is transmitted securely. AES 
is one of the most secure secret key block cipher and is available in different variants of keys and 
security rounds like 10 rounds for 128-bit keys, 12 rounds for 192-bit keys and 14 rounds for 256-bit 
keys. In our implementation, we are using AES with 128-bit keys for simplicity. As our model is 
proposed for multiple application smartcards, different ciphers can be implemented depending on 
the level of security needed.

3.2 entities Involved And Their Role
Smart card, Smart card reader, Smart card issuer, Authentication server, Data server and Mediator 
are key entities that are involved in our system. Our system depends on Smart card, Smart card reader 
and Authentication server to authenticate user. Smart card issuer is responsible to register new user. 

Table 3. Notations used in Proposed Scheme

Notation    Description

SC    Smart Card

SCI    Smart Card Issuer

AS    Authentication Server

DS    Data Server

A    Authority Password

U    User Password

Med    Mediator

SCno    Secret Smart Card number uniquely assigned to each smart card

UID    Unique identification number of each user

L    Available free location on Data Server selected at random

EK(), EK[]    Symmetric Key Encryption using Key K or Key from Entity K

DK(), DK[]    Symmetric Key Decryption using Key K or Key from Entity K

eK(), eK[]    Asymmetric Key Encryption using public key of node K

dK(), dK[]    Asymmetric Key Decryption using private key of node K

||    Concatenation operation

SK    Secret key generated for Symmetric Key cryptography operation

TS    Timestamp

KW#    Keyword no # 

DSaddr    Address of Data Server given to Mediator by Authentication Server

SCRaddr    Address of Smart Card Reader given to Mediator by Authentication Server

Medaddr    Address of Mediator given to Data Server and Smart Card Reader by Authentication Server

D1    Personnel Symmetric Key of Data Server stored at Data Server
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Role of Data server is to securely store user’s data on Cloud and provide it to user after authentication. 
Role of Mediator is to maintain anonymity between Data server and Smart card reader by acting as 
a data exchange point. We explore detailed specification and role for each of these entities below.

Smart Card:

Smart Card is a device which is possessed by user. It contains dynamic token required to 
authenticate user in the system and mechanism to access data stored on data server. Elements stored 
on smart card are as follows:

1.  Each smart card will have a unique Identification Number which will remain static and consists 
of 1024 bits of data.

2.  Each smart card consists a unique one-way hash function.
3.  Smart Card will comprise multiple segments of data blocks. Each of these segments will be 

encrypted in three layers- 
a.  Outer layer will be encrypted using the pin of respective authority which is concerned with 

that specific type of data.
b.  Intermediate layer will consist of pin of user which may or may not vary with each segment.
c.  Innermost layer of encryption will consist of a symmetric encryption using personnel key 

of Authenticating Server.
4.  Beneath this encryption will lie beginning location of the allotted storage space on server and a 

unique timestamp value required for further operations.
Smart Card Reader:

Smart Card Reader is used to access elements stored on smart card and perform various operations 
on them. Elements of reader and its functionality is given as follows:

1.  Smart Card Reader will be having following elements stored in them:
a.  Address of authenticating server
b.  A secure tamper resistant memory unit which will act as buffer. Main role of this buffer 

will be to store files temporarily that are sent from server along with passwords of user and 
Authority.

2.  Reader will also provide clock pulse and power to the card which will be used for various 
operations.
Smart Card Issuer:

Smart Card Issuer is responsible for providing smart cards to new users in registration phase. 
Their responsibilities are as follows:

1.  Smart card issuer will be responsible for updating entities stored in smart card.
2.  They are responsible for storing of elements on smart card and are used in registration phase.

Authentication Server:

Authentication Server is a key entity of our system. It will be responsible for validating identities 
and providing access to the system. The responsibilities of and operations performed by Authentication 
Server are as follows:

1.  Authenticating Server will have a unique identity and will be key point in establishing further 
transactions.
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2.  Authentication Server will implement a symmetric key cipher operation before transmitting data 
to the smart card. 

3.  Authentication server will verify identities of Authority and User. 
4.  The data which will be encrypted will include following elements appended in linear way.

a.  Timestamp of the encryption
b.  Location of the file after recent transaction which will be given to the Authentication Server 

by the respective Data Server. One-way hash (h1) of timestamp will be used to generate a 
random string of characters of specified length which will be appended to the location. A 
different one-way hash (h2) will be used to generate a dynamic secret key from the timestamp 
which will be used to encrypt above appended data using symmetric encryption system. 

c.  The timestamp will be appended to this newly generated cipher text and will be used as the 
input and will be encrypted using personnel key of Authentication Server.
Data Server:

Data server is responsible for storing a specific type of data, relevant to one or more type of 
authorities. The responsibilities of and operations performed by Data Server are as follows: 

1.  Data Server will be responsible for storing data which will be of a specific category.
2.  All Data Servers will maintain an encrypted channel with the Authentication Server.
3.  Data Server will maintain a personnel key (D1) for symmetric cipher operations on location of 

data.
4.  After every successful transaction where data was accessed (irrespective of the fact whether data 

was modified or not) following steps will be performed:
a.  Data will be allocated one of the available free slots at random and will be shifted to the 

new location from its current location. 
b.  This new location will then be encrypted using D1 and then will be sent to the Authentication 

Server. 
c.  New location will then be mapped to the user ID value in database and old location will be 

made free to store new elements.
Mediator:

Mediator is a new entity which we have introduced in the system. The main responsibilities of 
Mediator are as follows:

1.  Mediator will be responsible for acting as a middle man to transfer data between Smart Card 
Reader and Data Server. 

2.  Mediator will be selected at random from a pool of large number of available devices by 
Authentication Server at random.

3.  Main role of mediator is to provide mutual anonymity to Data Server and Smart Card Reader. 

3.3 Architecture of Proposed Model
System architecture of proposed model is described in Figure 2. This figure explains the overview 
of model for a specific session. The flow of data and its relation with various phases are explained 
in the steps mentioned below:

1.  In this step identity of Authority is verified when authority enters his password after SC is entered 
in SCR.

2.  In this step identity of User is verified and SCR generates a new authentication token. 
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3.  Message is sent from SCR to AS and final step of authentication is performed. If authentication 
is successful, then we move to next step otherwise the session is terminated.

4.  Session Initiation Phase starts at this step. A mediator is chosen at random and identities of 
relevant DS and SCR are sent.

5.  Identity of mediator is sent to SCR and DS in this step.
6.  DS sends user data to mediator whose identity is received in previous step.
7.  Mediator sends data received from DS to SCR.
8.  Authority and User accesses the received data and modifies it as per the requirement.
9.  Session Termination Phase is initiated and SCR sends modified data to mediator.
10.  DS receives modified data from mediator and performs necessary operations.
11.  DS passes message to AS which is required for future operations.
12.  AS performs some computations and sends message to SCR.
13.  SCR encrypts the received message with User and Authority key and returns SC to User.

3.4 Various Phases of Proposed Model
In this section, flow of data is explained in detail along with the entities involved in communication 
within that phase. Different phases of system are as follows:

Registration Phase:

User is present physically at SCI in this phase. Entities involved in system include SCI, AS and 
DS. After submitting the user data to SCI, steps mentioned in Figure 3 are performed by the system. 
Once data is uploaded to the DS, all the required parameters are stored on SC and returned to the 
User. In this phase it is assumed that all the connections are secure. 

Figure 2. Architecture of proposed model
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In case of multiple DS’s, data is classified into different categories and uploaded to their respective 
DS’s. AS gets a new C1 from each DS and computes a new M accordingly for each segment on SC. 
All connections in this phase are considered secure because there is no power or computational 
constraints on any device in this phase. Secure asymmetric cryptography is performed without adding 
any large processing burden on any device.

Login and Authentication Phase:

Figure 3. Flow of data in Registration Phase
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In this phase, User and Authority enter their respective password at SCR. After performing 
preliminary operations at SCR, message CT1 is sent to AS. Equal values of KW1 and KW2 implies that 
identity of User and Authority are genuine and SC is also authenticated. Steps involved in this phase 
are shown in Figure 4 in detail. After successful authentication, system moves to Session Initiation 
Phase. In case of authentication failure, failure counter is incremented at AS for specific user ID. SC 
is blocked when this counter reaches value 3.

Session Initiation Phase:

In this phase, AS selects one Med from a pool of available Med at random. The address of 
various entities are passed by AS to other entities. This address is then used to deduct public key 
of other entities. For example, AS shares address of Med (Medaddr) with DS. This is used by DS to 
find public key of Med to communicate securely. At the end of this phase, all user files relevant to 
authority are displayed. These files may or may not be modified by authority. Steps involved in this 
phase are shown in detail in Figure 5.

Session Termination Phase:

This phase is initiated after authority has done all the desired modifications (if any) to user 
data. Figure 6 shows the steps involved in this phase in detail. Med waits for timeout duration of 10 
minutes after which it terminates connection with DS and SCR. Med then changes its address to a 

Figure 4. Steps performed in Login and Authentication Phase
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new random address thus making it impossible to track Med from previous connection. Med then 
goes back to pool of free Med and waits till it is assigned a new connection.

Password Change Phase:

This phase is initiated as a new phase when user wants to change his password. This phase is 
similar to Login and Authentication Phase as before changing password, it is essential to verify 
identity of user and authority. This makes it impossible for authority to change user password without 

Figure 5. Steps performed in Session Initiation Phase
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presence of user and attacker to pose as user in front of authority. Steps performed in this phase are 
shown in detail in Figure 7.

Figure 6. Steps performed in Session Termination Phase
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4. eVALUATIoN oF PRoPoSed ModeL

In this section, first we evaluate security of our proposed model in Automated Validation of Internet 
Security Protocols and Applications (AVISPA) tool. Then we show how our proposed model provides 

Figure 7. Steps performed to change password of user
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security against various common attacks. Later we evaluate our model against different functionalities. 
Finally, relative comparison of model is shown against attacks and functionalities in this section. 

4.1 Security evaluation With AVISPA
We use AVISPA tool [12] to evaluate security of our model. It is used to implement and evaluate 
security of different cryptographic protocols and applications. We use OMFC (On-the-fly Model 
Checker) back-end model and ATSE (Constraint-logic-based Attack Searcher) back-end model to 
evaluate security of our protocol. The results of this evaluation are displayed in Figure 8 for OFMC 
back-end and Figure 9 for ATSE back-end.

We also display the simulation of our model in Figure 10. Important point to note here is that 

our model is secure as each smartcard has unique value assigned to itself in terms of location at DS. 
So a replay attack won’t work.

4.2 Security evaluation Against Attacks
We consider different attacks that are possible on authentication mechanism and list out already 
proposed countermeasures along with countermeasures used in our system in Table 4 [11].

Figure 8. Simulation under OFMC back-end
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4.3 evaluation of Functionalities
In our model, we address some other key security issues apart from attacks mentioned in Table 4 
that are discussed as follows:

Authentication without global clock:

In our model, we generate a future token for each application during termination of current 
session. This token is generated by authentication server using timestamp and hash function. This 
timestamp keeps on changing after every successful authentication and new token contains the value 
of timestamp. Hence it is not necessary for authentication server to remember it. As a result, there is 
no need of a global clock to authenticate user.

Anonymity of user identity from system:

In our model, entire user authentication is done by the help of a token which is generated at 
authentication server and stored on smartcard. Data stored on data server is encrypted by a special 

Figure 9. Simulation under ATSE back-end
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key only accessible to smart card. The location at which data is stored on the server also keeps on 
changing continuously after every successful authentication. Hence, the user never needs to reveal 
his identity to the system. Data stored on smart card is also encrypted by password and hence it 
cannot be accessed by anyone even in case the smart card is stolen. Therefore, our system maintains 
anonymity of user without compromising security. This provides protection from various attacks like 
insider attack, privileged insider attack, and stolen verifier attack.

Lack of mutual authentication:

Mutual authentication is required so that attacker cannot disguise himself as either a legitimate 
user or as a legitimate system interface. Instead of providing authentication of system separately, we 
incorporated it in our system in authentication phase. Our system consists of nested symmetric key 
encryption at user, authority and server level. In order for successful authentication, all these keys 
must be accurate. Since all these keys are secret, only a combination of valid user and system can 
access the data. Thus, we provide mutual authentication in our system.

Single authentication mechanism:

In our system, we have given a general authentication mechanism where we accept input of user 
in the form of text. However, there are different methods like accessing biometric data, verifying 
geographical location, challenge response mechanisms, etc. which can be used by each application 

Figure 10. Simulation of proposed model
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separately so that the authentication parameters can be modified by application developers as per 
their need.

Anonymity of data server:

Table 4. Security Analysis

Attacks on Proposed 
Model

   Proposed Countermeasures    Countermeasures in our system

Stolen smart card Attack      • Biometrics  
     • OTP based authentication schemes

     • OTP based user authentication scheme

DNS spoofing      • Updated software versions  
     • security patches

     • Double authentication mechanism  
     • Client side data encryption

Session key disclosure      • Secure protocols 
     • Encryption technique

     • Encryption technique

Stolen verifier attack      • No storage of credentials 
     • OTP based authentication

     • OTP based authentication

Brute force attack      • Use of strong passwords      • Dynamically generated passwords 
     • Nested cryptography

Parallel Session attack      • PKI based authentication schemes 
     • Prevention of multiple access

     • Prevention of multiple access by 
blocking access of data from data server 
after single read

Plain text attack      • Cryptography 
     • Random selection of Keys

     • Cryptography 
     • Random selection of Keys

Insider attack      • Access control 
     • Hashing 
     • Encrypted data storage

     • Encrypted data storage

Replay attack      • Dynamic or unique data for 
authentication such as OTP, Timestamp or 
Nonce

     • OTP generated from timestamp for 
authentication

Remote server attack      • Encryption 
     • Access control policies

     • Encryption

Reflection attack      • Challenge-Response based 
authentication mechanism 
     • Hash based computation  
     • Timestamp facility

     • Timestamp facility  
     • hash based keyword generation for 
authentication

Relay attack      • Two factor authentication 
     • Distance bounding protocols

     • Two factor authentication 
     • (Authority and User password)

Denial of Service Attack      • PKI 
     • Server Anonymity 
     • Large number of Servers

     • Server Anonymity

Masquerade attack      • OTP 
     • Biometric based schemes

     • OTP for authentication

Modification Attack      • Encryption 
     • Digital Signatures

     • Encryption

Man-in-the-middle attack      • Encryption 
     • Hashing 

     • Encryption
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Attacks are performed mainly to directly affect the security of the system or otherwise weaken 
the performance of system. Some of them are Denial of Service (DoS) attack, Spoofing attack, etc. 
Their primary requirement is to know the identity of destination. In our system, we added an extra 
node between data server and the smart card reader labelled as mediator. This mediator provides 
anonymity to data server and prevents these attacks.

No verification table:

In our system, we verified users based on tokens. These tokens are generated at the end of each 
successful session and acts as key parameter for verification of next iteration. Hash functions are static 
one-way hash functions. Hence, there is no need to store them with respect to every user. Timestamps 
are taken dynamically and stored in tokens so no necessity to store them. As there is no information 
about the user which must be retained on server, verification tables are not required.

4.4 Relative Analysis
In Table 5, we perform relative analysis of attacks on different models from Table 2. These attacks 
are mentioned in Table 4. We showed how our system can withstand these attacks. In Table 6, we 
perform relative analysis of various functionalities listed in previous subsection for different models 
from Table 2.

Table 5. Relative Analysis of Security Attacks

Attacks    Doshi  
   et al. [3]

   Cui  
   et al. [4]

   Odelu  
   et al. [5]

   Amin  
   et al. [7]

   Lwamo  
   et al. [10]

   Our 
Scheme

DNS spoofing    No    Yes    Yes    Yes    Yes    Yes

Session key disclosure    Yes    No    Yes    Yes    Yes    Yes

Stolen verifier attack    Yes    Yes    Yes    No    Yes    Yes

Plain text attack    Yes    Yes    Yes    No    Yes    Yes

Reflection attack    No    No    No    No    No    Yes

DoS Attack    No    Yes    Yes    Yes    No    Yes

Masquerade attack    Yes    Yes    No    Yes    Yes    Yes

Yes = Model can defend against this attack
No = Model is vulnerable to this attack

Table 6. Relative Analysis of Functionalities

Functionalities    Doshi  
   et al. 
[3]

   Cui  
   et al. 
[4]

   Odelu  
   et al. 
[5]

   Amin  
   et al. 
[7]

   Lwamo  
   et al. 
[10]

   Our 
Scheme

Server Anonymity    No    No    No    No    No    Yes

Global Clock Synchronization    Yes    No    No    No    No    No

Simple Password changing mechanism    No    Yes    Yes    Yes    Yes    Yes

Verification Table Required    Yes    Yes    Yes    No    No    No
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5. CoNCLUSIoN ANd FUTURe WoRK

In recent years, smart card technology has developed quickly and is currently in use for various 
applications. However, there is little or no cooperation between different applications and hence, 
many applications require different cards for individual applications. In this paper, we proposed a 
new approach for combining these different cards. We provided a system where applications are not 
required to share any information with each other. To further enhance security, applications can add 
another layer of security like biometric details or personal identification number as an extra layer 
of security. In order to maintain anonymity of data server of different applications, communication 
with data server happens via a mediator. Later we analysed security of the proposed system against 
various attacks, along with key functionalities provided by the system and their advantages to show 
how we provide a better security when compared with other existing schemes. 

5.1 Applications
This system can be incorporated by governments to digitally verify identity of citizens and to further 
ease the system of document verification. Also, people need not carry multiple documents with them 
as those documents can then be verified remotely. Another implementation can be done in the private 
sector like insurance where insurance can be provided instantaneously after seeing documents like 
health records for health insurance. Medical practitioners can be benefited from this system if all the 
historical data of patients like previous treatments, illness and prescriptions can be stored centrally 
and accessed by the doctors.

5.2 Limitations and Future Research directions
Further exploration can be done to detect tampering of smart cards in an application and implement 
blocking in all other applications to prevent misuse of the data stored on the card. Current 
implementation requires smart cards to store location where data is stored on data server. However, 
research can be done to design a system which maps location on server based on user identity and 
available free locations at the data server. This will provide a failsafe mechanism for the loss of 
smart card. 

For anonymity purposes, data server currently has no mapping of data stored to the user. However, 
this leads to redundant data storage as the user can come for multiple registrations. A special controller 
can be created so that every user is provided a secure identity based on the unique document which 
can be either one that the user stores, or a new identification provided to user by the system after 
proper verification. 

Currently the scheme supports single authentication server for verifying identity of user. Further 
research can be done to provide support for multi-server architecture.
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