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ABSTRACT

Information is generated over the internet every second. This information is not fully secured. To
increase the security of this information, there are two methods. Cryptography and steganography are
combined to encrypt the data using RSA algorithm as well as to hide the data in multimedia image in
Hadoop cluster. Features of the resultant image such as color are extracted and stored separately in
Hadoop cluster to enhance security. The features of the stenographic image for secret image retrieval,
which has been split into image and secret information, are combined. At last, decrypting the secret
information, the authors retrieve the actual information. Application of this system in Hadoop will
increase the speed of execution of the process.
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1. INTRODUCTION

Now a days, huge amount of information are generated through mobile phones, satellite, digital
cameras and other sources. These massive information are not fully secured. With the growth of
the technology, several algorithms are developed in order to provide security. Cryptography and
Steganography (Choras, R. S. 2007). methods are used to encrypt the data as well as to hide the data
in multimedia image. Cryptography is used to encrypt information that is converting information
into cipher text. The human and the computer are unable to read this encrypted (Patil, S. M. 2012).
information without the proper cipher to decrypt it. Strong ciphers should be difficult to break, that is
inability on the part of the code breaker to break it in less time or by using limited computer resources.
Steganography is a technique that is used to hide the information within another information. The
information can be hidden in multimedia image also using LSB algorithm (Prakash, M., Sayeed, R.
F., Princey, S., & Priyanka, S. 2015) in which we first do the scanning process in which it scan the
image row by row and encode it in binary. Then encode the secret message in binary and check the
size of the image and the size of the secret message. For each of the pixels of the image, choose one
pixel of the image randomly and divide the image into four parts (Alpha, Red, Green and Blue parts)
and hide two by two bits of the secret message in each part of the pixel in the two least significant bits.
The encrypted data is embedded in the image so that it cannot be seen. It establishes a communication
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that is not directly visible by hiding information in an image (Annamalai, R., Srikanth, J. 2015). It
provides a situation that an unauthorized person is unaware about the presence of hidden information
and so they will be unable to access that original information.

The features can be extracted from that image on a distributed computing platform by using Apache
Hadoop framework. With the rapid growth of technology and social media, lots of information in the
form of text documents and multimedia is generating. To process such a huge amount of information
is a big data (Sagiroglu, S., & Sinanc, D. 2013) problem in the present domain. As a solution to
this big data problem Hadoop came up that almost solved this problem. By this approach memory
is increased and execution time will be faster due the parallel execution of Hadoop cluster. Hadoop
takes care of single point of failure, the system is highly error sophisticated and less susceptible to
node failures. Hadoop is an open-source implementation of the Map Reduce platform and distributed
file system (Katal, A., Wazid, M., & Goudar, R. H. 2013). The Hadoop system is written in Java.
Hadoop Streaming is a utility that comes with the Hadoop distribution and that can be used to invoke
streaming programs that are not written in Java (such as Ruby, Perl, Python, PHP, R, or C++). Using
this utility, we can execute database programs written in the Ruby programming language. The utility
also allows the user to create and run Map and Reduce jobs with any executable programs or scripts as
the mapper and the reducer. An execution of a program when using Hadoop Streaming (Yamamoto,
M., & Kaneko, K. 2012) and a description of the Map and Reduce functions in the Ruby programming
language. Key-value pairs can be specified to depend on the input—output formats.

The Hadoop framework is one of the common frameworks that processes distributed big data by
applying the MapReduce method. The Hadoop framework uses a distributed, scalable, and portable
Hadoop Distributed File System (HDFS) (Liao, H., Han, J., & Fang, J. 2010), which is written in
the Java programming language in order to perform these jobs (Patel, A. B., Birla, M., & Nair, U.
2012). HDFS (Zikopoulos, P., & Eaton, C. 2011) allows big data to form blocks, distributed to nodes,
processed and retrieved successfully (Wu, Y., Ye, F., Chen, K., & Zheng, W. 2014).

Hadoop (Rao, B. T., 2012) consists of two components namely Map Reduce and the Hadoop
Distributed File System (HDFS), performing distributed processing by master and slave servers.
Map-Reduce is the programming model that works on the large datasets with parallel and distributing
algorithm on cluster. JobTracker schedules jobs to task tracker and monitors different components.
Tasks are accepted by task tracker and then it executes these tasks to return the result. Name node
manages and executes file system name space operations. The mapping of blocks to DataNodes is
also determined by the name node. DataNode manages the storage and performs block operations
in response to the direction from NameNode. Secondary NameNode is a helper to the NameNode
which is responsible for supporting periodic checkpoints of the HDFS (Kaushik, R. T., Bhandarkar,
M., & Nahrstedt, K. 2010) metadata. The combination of cryptography and steganography efficiently
hides the encrypted information within an image that is supported by feature extraction. The
combination of cryptography and steganography efficiently hides the encrypted information within
an image (Prakash, M., & Ravichandran, T. 2012). The human and the computer are unable to read
this encrypted information without the proper cipher to decrypt it. Strong ciphers should be difficult
to break, that is inability on the part of the code breaker to break it in less time or by using limited
computer resources. The additional approach of feature extraction of the image added high level
security to the information. By this approach memory is increased and execution time will be faster
due the parallel execution of Hadoop cluster.

HDEFS is designed to consistently to store huge volume of files across device in large cluster. It
is inspired by the Google File System. HDFS is composed of NameNode and DataNode (Yamamoto,
M., & Kaneko, K. 2012). HDFS stores each file as a sequence of blocks (currently 64 MB by default)
with all blocks in a file the same size except for the last block. Blocks belonging to a file are replicated
for fault tolerance. The block size and replication factor are configurable per file. Files in HDFS are
write-once and can have only one writer at any given time.
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The remainder of this paper is organized as follows. In section 2, we have discussed about the
various survey of Hadoop HDFS and MapReduce. The proposed system of multimedia cluster is
discussed in section 3. In section 4, a framework model of multimedia cluster with architecture
diagram is discussed. In section 5, we describe the implementation module and section 6 describes
about the conclusion.

2. LITERATURE REVIEW

Visual Cryptography Schemes (VCS) is a technique of image encryption to hide the secret information
in images. In this established VCS, the secret image is encrypted into n number of shares arbitrarily
and extend to the n number of participants. The secret image can be recovered basically by stacking
the shares lacking any complex calculation concerned. With the use a novel encoding scheme, the
technique has a unique flexibility that enables a single encryption of a color image but enables three
types of decryptions on the same cipher text (Zhang, X., Zhou, Z., Jiao, Y., Niu, Y., & Wang, Y.
2018). The three different types of decryptions enable the recovery of the image of varying qualities.
The physical transparency stacking type of decryption enables the recovery of the traditional visual
cryptography quality image. An enhanced stacking technique enables the decryption into a halftone
quality image. Finally, a computation-based decryption scheme makes the perfect recovery of the
original image possible. However this approach suffers a safety, pixel extension and noise trouble.
The major drawback of this scheme is that it suffers from high transmission risk as the shares are like
noise which causes the attackers attention and the shares can be intercepted.

In Steganography, some information is hidden within other information. Nivedhitha, R.,
Meyyappan, D. T., & Phil, M. (2012) in this paper it is clearly shown that how the information are
hidden within the digital images. This paper introduces two new methods where in the combination
of cryptography and steganography are used to encrypt the data as well as to hide that data within
the image.

In Cryptography, the secret information are encrypted and decrypted in order to provide security.
Bharti, P., & Soni, R. (2012) paper the science of using mathematics to encrypt and decrypt data
has been shown. This paper shows how the information is converted into cipher data which is not
understandable to the people. This method is combined with the Steganography to hide the information
within an image. The quality of the image that we get is better than that of other methods.

The hadoop is a new technology that acts as a solution to the big data. Yamamoto, M., & Kaneko,
K. (2012). in Parallel Image Database Processing with MapRedue and Performance Evaluation in
Pseudo Distributed Mode says how to perform parallel distributed processing of a video database by
using the computational resource. At present, the Apache Hadoop (Zhang, J., Wu, G., Hu, X., & Wu,
X. 2012) redistribution for open-source cloud computing is available from MapReduce.

According to Shirale (2015), the abundance of online photo storage and social media from
websites such as Facebook, WhatsApp, Instagram, Twitter and Picasa, and the volume of image
data available is larger than ever before and growing more rapidly every day. This alone provides an
incredible database of image and video that can scale up to billions of data.

One of the most widely used methods for processing, analyzing, storing, and retrieving big
data is the MapReduce method by Slagter, K., Hsu, C. H., Chung, Y. C., & Zhang, D. (2013). The
MapReduce method, developed by Google in 2004, has become an accepted standard in the field of
big data analysis discussed in Dean, J., & Ghemawat, S. (2008).

3. PROPOSED SYSTEM

We use two methods where in Cryptography and Steganography are combined to encrypt the data
using RSA algorithm as well as to hide the data in multimedia image in Hadoop Cluster. The use
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of RSA algorithm for encryption adds advantage to maximum level. RSA is an algorithm used by
modern computers to encrypt and decrypt messages. It is an asymmetric cryptographic algorithm.

Asymmetric means that there are two different keys. RSA involves a public key and private key.
The public key can be known to everyone that can be used to encrypt messages. Messages encrypted
using the public key can only be decrypted with the private key. LSB algorithm is used to hide
information within an image. It embeds the secret message in an image based on its binary coding.

Steganography is not the same as cryptography data hiding techniques have been widely used to
broadcast of hiding secret message for long time. Assuring data security is a big dispute for computer
users. Business men, professionals, and home users all have some important data that they want to
secure from others. Even though both methods provide protection, to add multiple layers of security
it is always a good practice to use Cryptography and Steganography together. By combining, the
data encryption can be done by a software and then embed the cipher text in an image or any other
media with the help of steganographic key. The combination of these two methods will enhance the
security of the data embedded.

Using the LSB algorithm we first do the scanning process in which it scan the image row by row
and encode it in binary. Then encode the secret message in binary and check the size of the image
and the size of the secret message. For each of the pixels of the image, choose one pixel of the image
randomly and divide the image into four parts (Alpha, Red, Green and Blue parts) and hide two by
two bits of the secret message in each part of the pixel in the two least significant bits. After that set
the image with the new values and finally set the image with the new values and save it. Features
of the resultant image such as color are extracted and stored separately in Hadoop cluster. Then
combining features of the steganographic image for secret image retrieval, by this image has been
split into image and secret information to enhance security. At last, decrypting the secret information
to retrieve the actual information.

4. SYSTEM DESIGN

Hadoop is an open source usage of the MapReduce parallel preparing structure. Hadoop conceals
the points of interest of parallel handling, including appropriating information to preparing hubs,
restarting subtasks after a disappointment, and gathering the aftereffects of the calculation. This
structure enables designers to compose moderately straightforward projects that emphasis on their
calculation issue, as opposed to on the stray pieces of parallelization.

In order to provide security to the information we first use RSA algorithm to encrypt the
information and convert it into cipher data. The use of RSA algorithm for this purpose adds advantage
to maximum level. RSA is an algorithm used by modern computers to encrypt and decrypt messages.
It is an asymmetric cryptographic algorithm. Asymmetric means that there are two different keys.
RSA involves a public key and private key. This cipher data is not understandable to the people.
Then we use Steganography technique using LSB algorithm to hide this cipher data into an image
to generate a secret image. LSB algorithm is used to hide information within an image. It embeds
the secret message in an image based on its binary coding. Using the LSB algorithm we first do the
scanning process in which it scan the image row by row and encode it in binary. Then encode the
secret message in binary and check the size of the image and the size of the secret message. For each
of the pixels of the image, choose one pixel of the image randomly and divide the image into four
parts (Alpha, Red, Green and Blue parts) and hide two by two bits of the secret message in each part
of the pixel in the two least significant bits. After that set the image with the new values and finally
set the image with the new values and save it. The secret information is embedded within an image
is more secured than any other technique. The quality of the image is not lost even after embedding
information within that. Then color features like red, green and blue are extracted and stored separately
in order to enhance security. As the part of retrieval of the secret information, the secret image is first
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retrieved from the color features stored in the database. Then we split the image and the cipher data
from which we can retrieve the secret information after decrypting the cipher data as shown in Fig 1.
The above figure shows the architecture diagram. Initially the secret information is encrypted
using RSA algorithm which generates a cipher data that is not understandable to the people. The
use of RSA algorithm for this purpose adds advantage to maximum level. RSA is an algorithm used
by modern computers to encrypt and decrypt messages. Strong ciphers should be difficult to break,
that is inability on the part of the code breaker to break it in less time or by using limited computer
resources. A strong cipher should take very long time to break it. This encrypted information is then
embedded within an image using the method known as steganography based on LSB algorithm. It
will generate a secret image which contains the secret information. Using the LSB algorithm we first
do the scanning process in which it scan the image row by row and encode it in binary. Then encode
the secret message in binary and check the size of the image and the size of the secret message. For
each of the pixels of the image, choose one pixel of the image randomly and divide the image into
four parts (Alpha, Red, Green and Blue parts) and hide two by two bits of the secret message in each
part of the pixel in the two least significant bits. After that set the image with the new values and
finally set the image with the new values and save it. The color features like Alpha, Red, Green and
Blue are extracted from the image and stored separately in HDFS. Then combining features of the
Steganographic image for secret image retrieval, which has been then split into image and encrypted
information. At last, decrypting the encrypted information, we retrieve the actual information.
Application of this system in Hadoop will increase the speed of execution of the process.

5. RESULTS AND DISCUSSION

The multimedia images are used as an input and Java code is used for the HDFS. The secret information
to embed in the multimedia image is given via the console window of HDFS clustering as shown in
Fig 2. The sample image as the input is shown in Fig 3. The given secret information is embedded
into the original image, there wont be any difference in the images of alpha, beta and gamma. The
various colors of RGB images are represented in Fig 4 to Fig 6. The hidden secret information cannot
be extracted in the human visualization and the images are provided with the security, so its difficulty
to extract the information from brute force method. In the social media various images are shared,
while sharing the information in this Hadoop clustering the secret information is also embed into it.

6. CONCLUSION

This paper has described a method to enhance security for the information that is processed within the
Hadoop cluster. The combination of cryptography and steganography efficiently hides the encrypted
information within an image. The additional approach of feature extraction of the image added high
level security to the information. In future, the enhancement of the image security is also provided
to the video.
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