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ABSTRACT

Cloudcomputing,internetofthings(IoT),artificialintelligence,andbigdataarefourverydifferent
technologiesthatarealreadydiscussedseparately.Theuseofthefourtechnologiesisrequiredtobe
moreandmorenecessaryinthepresentdayinordertomakethemimportantcomponentsintoday’s
worldtechnology.Inthispaper,theauthorscentertheirattentionontheintegrationofcloud,IoT,big
data,andartificialintelligence.Severalkindsofresearchpapershavesurveyedartificialintelligence,
cloud,IoT,andbigdataseparatelyand,moreprecisely,theirmainproperties,characteristics,underlying
technologies, and open issues. However, to the greatest of the authors’ knowledge, these works
requireadetailedanalysisofthenewparadigmthatcombinesthefourtechnologies,whichsuggests
completelynewchallengesandresearchissues.Tobridgethisgap,thispaperpresentsasurveyon
theintegrationofcloud,IoT,artificialintelligence,andbigdata.
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INTRODUCTION

InternetofThings(IoT)isanetworkofSmartdeviceswhichcollectandtransferthedatabetweenthem.
Thenumberofconnecteddeviceswillbemorethanthirteenbilliondevicesin2020andseventeen
billionin2025.ItwillcreateTrillionsofDataeveryhour.Forseveralyearsnow,theinternethas
notbeenlimitedtocomputersandothersmartphones.Nowalmostallobjectsareconnectabletothe
internet.TheInternetofThingshasnolimits.Forthis,businessesoperatevariouscommunication
networks.Inordertocontrolsuchenormousdata,thereisaneedforBigData.

BigDataisatermfordatasetsthataresolargeandhuge.So,usingBigDatacanmanagethose
hugedatawhichtheauthorsachievedfromIoTdevicesandothersources.

Theconceptofbigdataisaconceptgeneralizedsince2012toreflectthefactthatcompaniesare
confrontedwithdatacapacities(data)tobeprocessedmoreandmoreconsiderableandpresenting
greatcommercialandmarketingissues.Inordertocopeupwithscalingandrapidlyincreasingthe
volume,centralization,andinfrastructure,herecomesCloudComputing.

CloudComputing:CloudComputinggives thecentralizedplatform toaccess thedata from
anywhereintheworldwiththesharedinfrastructure.Now,everythingworksideally.Totreatall
thesedata,thereisaneedforArtificialIntelligence.

Thisarticle,publishedasanOpenAccessarticleonJanuary11,2021inthegoldOpenAccessjournal,InternationalJournalofWeb-Based
LearningandTeachingTechnologies(convertedtogoldOpenAccessJanuary1,2021),isdistributedunderthetermsoftheCreativeCom-
monsAttributionLicense(http://creativecommons.org/licenses/by/4.0/)whichpermitsunrestricteduse,distribution,andproductioninany

medium,providedtheauthoroftheoriginalworkandoriginalpublicationsourceareproperlycredited.
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Artificial Intelligence: can use those data and learn from those data. It will predict or take
decisionsfromthosetrillionsofdata.So,theusualinformationcangetandpredictourfuturefrom
ourpast.TherearealotofAIoffers.So,therealpowercomeswiththeuseofallthetechnologies
forourbetterfuture.

Inthispaper,theauthorswilldiscusshowthesefourtechnologiesInternetofthings,artificial
intelligence,bigdataandcloudcomputingarerelatedtoeachother.

FUNDAMeNTAL CONCePTS

Inthemodernworld,theuseofnewtechnologyisimportantforseveralIToperationsandnumerous
industriessuchasbigdata,cloudcomputing,artificialintelligenceandIoT(Internetofthings)for
manyoftheirapplicationsforefficientmanagementofthecompany.Variousconceptsanddefinitions
arediscussedbelow.

Characteristics of Big Data
Bigdataisdatawhosescale,distribution,variety,and/ortimelinessneedtheuseofnewtechnical
architectures,analytics,andtoolsinordertoallowinsightsthatopennewsourcesofbusinessvalue.
Threemainfeaturescharacterizebigdata:volume,variety,andvelocity.Thevolumeofthedatais
itssize,andhowenormousitis.Velocityconcernstotheratewithwhichdataischanging,orhow
oftenitiscreated.Finally,varietyincludesthedifferentformatsandrepresentationsofdata,aswell
asthedifferentkindsofmethodsandtechniquesofanalyzingthedata(EMC,2012).

Characteristics of Cloud
Cloudcomputingis therealizationofutilitycomputingwhereresourcesareimplementedbythe
serviceproviderandthecloudcostumerwillpayastheyusetheresources.Theusercanaccessthe
cloudviaathinclient.Cloudalsoprovidesmemoryforalargenumberofdatatostoreandallows
computation.Hencealotofuserscanrelyonacloudasitreducestheinfrastructurechargethatthe
userneedstoinvest(Drissietal.,2015),(Drissietal.,2019).

Characteristics of IoT
InternetofThings:FutureinternetwillbemainlybasedonIOT.AsthetitleindicatestheInternet
ofThingsisnothingbutaninterconnectednetworkofthingswhichareembeddedwithsensorsand
actuators.Thethingmaybeanyreal-worldobject.Theseobjectshavetheabilitytocollectdatafrom
theenvironmentwiththehelpofsensorsandthereforetheyaretermedassmartobjects.Alarge
amountofdatawillbemanagedbysuchsmartobjects,whichwillbehelpfulinfutureanalysis.

Characteristics of INTeLLIGeNCe Artificial
Artificialintelligencerelatestoscienceandtechnologythatcansimulatehumansensing,thinking,
reasoningandaction,anddemonstrates thecapacity to solveproblemswithhuman intelligence.
Artificialintelligenceuseshumaninputdatatogetknowledgeandenhancesproblem-solvingthrough
machinelearningmode(Maurícioetal.,2018).LiteratureReview

In(Soldatosetal.,2012),theauthorsdescribedesignprinciplesforIOTcloudenvironmentand
alsointroduceaframeworkforconvergingcomputingmodelswithdevelopingIOTinfrastructure.
ThepaperhasexplainedthatfutureinternetismainlyfocusedonIOTandthereforeintegratedeasily
withtheservicessuchastheInternetofServices(IOS)andtheirstandards.ManagementofIOT
basedcloudenvironmentisnotsimpleandconsequently,thispaperintroducesthemainbuilding
blockofamiddlewearframework.Withthisframeworkserviceproviderscanefficientlyhandle
enduserrequestsbydeployingcloudutility-basedinfrastructure.Thepaperalsoexplainsthedesign
principlesfortheframework.
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Thispaper(Tan&Wang,2010)presentsthenotionsoftheInternetofthings.Everythingonthe
internetcanbeconnectedanditiscalledtheInternetofThings.Atpresentprincipalcommunication
ontheinternetisbetweenhumansandinfuturethingswillbetransferringinformationonbehalfof
thepeople.TodevelopIOTarchitecturesomesupportingtechnologiesareneeded.Toconnectthe
objecttotheinternettheymustbeidentified.

Thispaper(Gubbietal.,2013)explainsthevisionsaswellasmotivationsforIOT,different
applicationareasinIOTandanewprocessofdefiningthem.ItalsosetsonfireIOTrealization,
problemsordifficultiesassociatedandalsofuturetrendsandscopeinCloud-centricInternetofthings.
ThefuturegenerationoftheInternetwillbebasedonIOTandasallobjectscanbeconnectedtothe
internetlargedatawillbecreated.Tomanagealargeamountofdata,IOTinvestigatesthehelpof
Cloudcomputing.

Now,companiesmustbe innovativeandinfluencedthe latest technologiessimplytostayin
business.Businesses that achieveonline retail, investment, andother servicesaren’t considering
thesechannelsasjustanotherroutetoimprovetheirrevenue.Theyrealizethatonlineservicesare
fastbecoming theirprimary revenuechannel.According todataanalyzedover threemonths for
Forrester’sreport(Forrester’sReportontheDigitalBusinessImperative,n.d.),TheDigitalBusiness
Imperative,84%ofUSbankingcustomersusedonlinebankingfortheirtransactions,and43%used
amobilephonefortheseactivities.

Thispaper(Kyriazisa&Varvarigou,2013)describesthemanagementmechanismwhichisnot
centralizedforIOT-basedsystemsinordertouseseveraldevicesandalsoexplainsanarchitecture
inwhichthingslearnbasedonothersexperience.ThepaperpresentstherealizationofIoTbased
applicationsbasedon the improvementof IoT technology.Humans interactwitheachother and
sharingof information in turn results indevelopment.ByenablingIOTapplications tocollecta
massiveamountofdata,whichtogetherformtheinformationhelpsindevelopment.

Thispaper(Kawsaretal.,2010)discussesanovelmodelingmethodforpervasivesystemsbased
onhigh-levelmodelsofhumanactivities.Itpresentsaflowdrivendistributedsoftwareframework.
Afoundationforadaptation,discovery,andexecutionofflowsinrealtimematchingthedynamics
ofreal-worldactivityisgivenbythisframework.ThepaperillustratesthedefinitionofIoTandthe
developmentofIOTintheprecedingfewyears.Italsoaddressesthetwochallengesgivenaslossof
technology-independentandtransferablemodelsofhumanworkactivitiesanddesignofdistributed
andembeddedinteractiontechniquesanduserinterfacestoefficientlysupportpeopleindemanding
workenvironmentssuchasindustrial,hospitalsandplantswhichassuretemporalandspatialsimilarity.

Thisresearchpaper(Foxetal.,2012)presentsthearchitectureofIOTcloudframeworkand
thevariousAPIsavailabletotheusers.ThereareseveraltechnicaldifficultiesinvolvedintheIOT
development and can be classified as deployment problem, interoperability problem, security,
managementproblemsetc.ThepaperillustratestheIOTarchitecturewhichhaselementssuchas
IOTCloudcontroller,aMessagebroker,SensorsandClients.In(Wangetal.,2011),theauthorsdiscuss
theconceptsofcloudcomputingandIOT.BothcloudandIOThasitsownadvantages.Joiningthem
willleadtohigherperformance

In(Taccari&Spalazzi,2013),theauthorspresenthowthecloudofthingscanbeusedtotackle
emergencysituations.Theemergencyisanyoccasionwhichnecessitatesactiontosavelivesand
protectproperty,publichealth,andsafety.Emergencymanagementprovidesanimportantrole.This
paperaimsatdefiningaframeworkbywhichtheheterogeneousresourcesanddatacanbecombined
alongwiththecapabilitiesprovidedbyphysicalobjectssuchassensorsandactuators.

In(Aazametal.,2014),theauthorsdiscusstheIOT,CloudComputingandtheproblemsinvolved
inintegratingthesetwotechnologies.Now,thereisaneedforintegrationofIOTandthecloud.In
IOTthingsrefertoanyobjectwhichisconnectedtotheinternet.Thenumberofdevicesthatare
connectingtotheinternetisincreasingandthereforeitincreasesthedataaswell.Storingandhandling
thedatainlocalstoragedevicesisnotpossibleanymore.Moreprocessingofdataisnotpossible
withthelimitedresourcesattheIOTend.TheseproblemscanbehandledbyCloudComputing.The
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authormentionedthatIOTalonecannotmanagethehugeamountofdatacloudisintegrated.This
istermedasCloudofThings(COT).

In(Distefanoetal.,2012),theauthorsdiscussaboutthedesignofanarchitecturewherenew
generationservicescollectsthedatafromtheoutsideenvironmentanddifferentmanagementstrategies
areappliedtothem.ItispreciselyfocusesontheimplementationofthearchitecturebasedonCOT.
ThispaperexplainsICTscenarioinwhichnumberofdevicesconnectedtothenetworkisgrowing
whichalsoincludessensorsandactuatornetworks.Tocoordinatetheinteractionbetweencomputing,
storageandsensingapropermethodologyisneeded.

In(Parwekar,2011),theauthorsdiscusstheservicesproposedbyIOTonIntegrationwithCloud
Computing.IOThaslittledevicescalledsensorsaswellasactuatorswhichareusedtoassemblethe
data.Thesesensorssensethechangesintheenvironmentandproduceaverylargenumberofdata.
Thesethingsareembeddedinphysicalobjects.Modernsocietyhasgotseveraldataconstraints.This
problemcanbereducedbyquicktransferandretrievalofdata.Withthehelpofcloudcomputing,
thingswithlesscapacitycanperformahighcomputation.ButincurrentIoTprovidingsecurityisa
hardtaskandthereisnocommunicationbetweenservicesandevents.Thepapergivesinformation
aboutthedifferentservicestheIOTprovides.Thepaperdiscussesthelimitationsofthedeployment
ofIoTonthecloud.Theremightbeconnectivityproblem,security,bandwidthavailability,scalability
problem,interoperability,etc.

In(Suciuetal.,2013),anewarchitecturehasbeenproposedtotransferinformationthrough
theinternet.Themaingoalistoachievecustomizedservicesandnonintrusivebehavior.Thepaper
focusesmainlyonexplainingdifferentframeworkssurvivingforIOT,cloud,andinteroperability
amongthem.CloudFrameworkhasseveralinteroperablespecificationsandstandardstoprovide
abasisforacloud.ThemaindifficultywillbethemanagementofSLAsforservicesaswellas
applicationsusedinthecloud.TheIOTFrameWorkconceptmainlycamefromRadioFrequency
Identificationtechnology.Theneedforstandardprotocols,architectureandAPIsaredefinedtohelp
interoperabilitybetweensmartobjects.Thepaperillustratesanarchitecturalsurveyofthecentral
elementsofcloudcomputing.Differentcharactersfoundincloudcomputingsuchasserviceuser,
developer,andproviderarealsodescribed.

In(Doresetal.,2014), theauthorsdiscuss thedifferent technologies thatcanbeadapted to
developfutureinternetplatforms.BycombiningdifferenttechnologiessuchasCloudComputing,
IoTandWirelessSensorNetworks,differentsystemscanbedeveloped.Thepaperexplainsdifferent
technologies thatcanbeused tomake the future interneta reality. ItdescribesNextGeneration
Networkswhichisaconceptthatmakesnetworkarchitecturemoreflexibleandnewservicescanbe
easilyaddedtothenetwork.

Thispaper(Ying&Hao,2011)comparesthebrainwiththeinternetanddiscussesdesigning
adatacenterbasedontheIOToftheSmartCloudComputingDataCenter.Thearchitecturalpart
explainshowdatasolutionisgivenbasedonIOTconcepts.ThevirtualbrainisassumedasCloud
computingbychangingvirtualsensoryorgansintotheIoTsensorandbychangingthevirtualinternet
nervoussystemintoaubiquitousnetworkofIOT.Further,itexplainsthedesignofSmartCloud
computinganddatacenterdesign.

Thisresearchpaper(Hungetal.,2011)introducesaconceptofsmarttraveldesignwhichintends
tohelpthetravelercapturethemomentemotionmemoryandprocessthedata.Thispaperalsoexplores
thepossibilitytodeveloptourismandintroducesanewubiquitoustourismsystembasedonnew
conceptssuchasIOT,andothertechnologies.Thepaperexplainsthechallengesfacedinthetourism
industryandhowtechnologyplaysamajorroletomanagethesechallenges.Servicesprovidedto
touristscanbeimprovedbytheadvancementoftechnologies.

According(Xiao&Zhang,2011)anopen,secure,andflexibleplatformhasbeenproposedwhich
isbasedontheconceptofIOTandCloudComputing.Toaddressinteroperabilityshortdistance
ambientcommunicationprotocolsforamedicalpurposearediscussed.Tosolvedifferentsecurity
issuesSecureSocketLayer(SSL),authenticationandauditingaretakenintoconsideration.
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Thispaper(Bo&Wang,2011)discussestheuseofIOTandcloudcomputing,howthatcan
beemployedtoagricultureandforestry.Forestpestforecastingcanbedonebasedonthecollected
informationofthepestswhichcanbeachievedbyusingthesensors.Thedatawhichwillbecollected
isverylargeandthiscanbehandledbythecloud.

According (Khan et al., 2013) ICT tools are discussed for a smart city deals with various
applicationdomainssuchaslanduse,transport,energyandprovidesintegratedinformation.This
informationishelpfulforsmartcitiesbutwhichrequiressoftwaretoolsandseveraltechnologies
tocollect,store,processandanalyzethedata.Thispaperproposesatheoreticalperspectivewhich
focusesonbigdataprocessingandanalysis.Thispaperdescribeshowurbanmanagementandbetter
planningcanbedonewiththehelpofICTtoolforsmartcities.Thispapergivesanexampleusecase
ofSmarttowncenterandalsoproposesanarchitecturaldesignforcloud-basedbigdataanalysis.

According to (Kumar, 2016), there has been an increase in the number of users of cloud
technologiesandAIandalsothegrowthinbranches.Theindustryhasexperiencedvariousneeds
andpreferencesfromvarioususers.Thedemandforcustomizednetworkshasincreasedandthishas
madeitimpossibleforthisindustrytomanagetheiroperationswithoutartificialintelligent(AI).
Cloudroboticsisarapidlydevelopingtechnologymadepossiblebythecurrentubiquitousinternet
connectivityandthegrowingnumberofpowerfulcloudcomputingservicesavailable(Bogue,2017).
Thetechnologyhasbeenappliedfavorablytoindustrial,mobileandotherclassesofrobots,often
throughdirectcollaborationsbetweenrobotmanufacturersandmajorITcompanies.

Accordingto(Muhammadetal.,2017),theauthorsdiscusstheintegrationoftheIoTandcloud
technologyinordertohaveabettersolutionforanuninterrupted,secure,seamless,andubiquitous
framework.Thecomplementarynatureof the IoTand thecould in termsofstorage,processing,
accessibility, security, servicesharing,andcomponentsmake theconvergencesuitable formany
applications.Theadvancementofmobiletechnologiesaddsadegreeofflexibilitytothissolution.
ThehealthindustryisoneofthebranchesthatcanbenefitfromIoT-Cloudtechnology,becauseofthe
scarcityofspecializeddoctorsandthephysicalmovementrestrictionsofpatients,amongotherfactors.

Accordingto(Liuetal.,2015),Ascloudcomputingisbeingextensivelyadoptedforbigdata
processing,datasecurityisbecomingoneofthemajorinterestsofdataowners.Dataintegrityisan
essentialfactorinaboutanydataandcomputationrelatedcontext.Itisnotonlyoneofthequalities
ofservice,butalsoanimportantpartofdatasecurityandprivacy.Withthepropagationofcloud
computingandthegrowingneedsinanalyticsforbigdatasuchasdatageneratedbytheInternetof
Things,verificationofdata integritybecomes increasingly important,particularlyonoutsourced
data.Therefore, research topicsonexternaldata integrityverificationhaveattracted tremendous
researchinterestinrecentyears.

According to (), Cloud Manufacturing twining with an Internet of Things (IoT) has been
wakeduptoachievefinalintelligentmanufacturing.WithIoTtechnologiessuchasradiofrequency
identification(RFID)implementedinmanufacturingsites,hugedatawillbegenerated.Suchdataare
sodifficult,abstract,andvariablesothatitischallengingtomakefulluseofthedatawhichcarry
thegreatmyriadofhelpfulinformationandknowledge.Thispapergivesavisualizationapproach
fortheRFID-enabledshopfloorlogisticsBigDatafromCloudManufacturing.

ANALySIS

CloudandIoTcomplementeachother;connecteddevicesproducehugeamountsofdataandthecloud
providestheinfrastructuretostore,process,andanalyzethedata.CloudandAIcomplementeach
other;thecloudplaysasignificantroleinenhancingthepowerofapplicationsthatincorporateAI.
AlmostallmajorplayersinthecloudbusinesshavedevelopedAIservicesthatuserobustcognitive
engines to treatstructureddata thatgetuploaded to thecloud.CloudandBigDatacomplement
eachother;cloud-basedsystemsgivehighbandwidth,immenseamountsofmemory,andscalable
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processingpowertohelpBigDataapplicationswithenhancedreal-timeprocessingandanalysisof
streamingdata.Becauseofthiscorrespondingofthefourtechnologies,theauthorsneedtocouple
eachonetoothersforourbettertechnology’sfuture.

CONCLUSION

Toconclude,theconcentrationoftheInternetofthings,bigdata,AI,andcloudcomputingadvantage
anewhorizonofdecisionsupportsystem.Further,theconvergenceoftheIoT,bigdata,AI,andcloud
computingcanprovidenewopportunities,possibilities,andapplicationsinalltheareas.
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