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Thisbookexploresmultipleaspectsofcyberterrorismandcybercrimeintoday’ssociety.Thisbook
providesinsightsonthenegativesusesoftechnologywithcomprehensivereviewoftheassociatedvul-
nerabilitiesandmitigations.IntherecenteventsofcyberwarfaremostnotablearetheFlamecomputer
virus,expansionoftheNationalSecurityAgency(NSA)monitoringprograms,andsuspectedattack
onSonyforamoviepokingfunatNorthKorea.Asgovernmentsscrambleforcybersecurityresources
whethertechnologicalorpeopleitevidentthatcybersecurityisthenewwarbeingfought.

Ourintentionineditingthisbookwastoprovidenewconceptsandtechniquesthataredeployedin
securecomputing,mobilecomputing,training,andlaws.Thisbookistoprovidefrontierresearchto
includecasesthatareapplicabletomodernevents.Sincethebookcoverscasestudy-basedresearch
findings,itcanbequiterelevantresearchers,universityacademics,securecomputingprofessionals,and
probinguniversitystudents.Inaddition,itwillhelpthoseresearcherswhohaveinterestinthisfieldto
keepinsightintodifferentconceptsandtheirimportanceforapplicationsinreallife.Thishasbeendone
tomaketheeditedbookmoreflexibleandtostimulatefurtherinterestintopics.

Thisbookiscomprisedofthreesections.

1. SecurityinMobileComputing
2. CyberSecurityTechniquesandCases
3. Leadership,Communication,andEducationinCyberSecurity.

ORGANIZATION OF THIS BOOK

Inthisbook,wepresent16chaptersaimedatemphasizingthreatandcountermeasuresthatareapplicable
intoday’ssociety.Forcoherency,wehaveorderedthechaptersintermsofsimilarityoftopic.Thetopic
coveredrangefromthreatsinmobiledevicestodevelopingleadersincybersecurity.

Chapter1,“ABriefReviewofNewThreatsandCountermeasuresinDigitalCrimeandCyberTerror-
ism”,presentsthesomeoftheconceptscontainedwithinthebook.Furtherdiscussedareemerginglaws,
policies,processes,andtoolsthatarechangingthelandscapeofcybersecurity.Thischapterprovides
anoverviewoftheresearchtofollowwhichwillprovideanindepthreviewofmobilesecurity,mobile
networks,insiderthreats,andvariousspecialtopicsincybersecurity.

Chapter2,“MobileDevices:TheCaseforCyberSecurityHardenedSystems”,discusseshowmobile
devicesarethepreferreddeviceforwebbrowsing,emailing,usingsocialmediaandmakingpurchases.
Duetotheirsize,mobiledevicesareeasilycarriedinpeople’spockets,pursesorbriefcases.Unfortu-
nately,thepopularityofmobiledevicesisabreedinggroundforcyberattackers.Operatingsystemson
mobiledevicesdonotcontainsecuritysoftwaretoprotectdata.
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Chapter3,“SecurityThreatsonMobileDevices”,containsbasicintroductionintosecuritymodels
ofmodernoperatingsystemlikeAndroid,iOSorWindowsPhone.Therearedescribedthemethods
ofattackstothemobiledevices.Suchattacksconsistofapplicationbasedthreatsandvulnerabilities,
networkbasedattacksandinternetbrowservulnerabilities.Anothersectioninthischapterscontainsa
descriptionofdefensivestrategiesandstepsforsecuringthedevice.Thereisalsosectionaboutsecuring
mobiledeviceforenterpriseenvironment.

Chapter4,“TheHumanFactorsinMobilePhishing”,presentstheuseofelectronicmedia,likeemails
andmobiletextmessages,tofraudulentlyelicitprivateinformationorobtainmoneyunderfalsepretence.

Chapter5,“SecurityIssuesinMobileWirelessAdHocNetworks:AComparativeSurveyofMethods
andTechniquestoProvideSecurityinWirelessAdNetworks”,investigatesandexposesmethodsand
techniquesdevelopedtoprovidesecurityinwirelessadhocnetworks.areinvestigatedandeffectiveness
andefficiencyofthesemechanismsareexposed.

Chapter6,“LegalIssues:SecurityandPrivacywithMobileDevices”,raisestheissuesofprivacy
andsecuritybeingwovenintothefabricofAmericanlawconcerningmobiledevices.Itisessentialto
fullyunderstandassociatedlawsandpoliciestoensureproperexecutionwhileupholdingthelaw.As
theAmericansocietysignificantlyusesmobiledevicesitisimperativetounderstandthelegalactions
surroundingthesetechnologiestoincludetheirassociateduses.With9/11inthenotsodistantpast,
cybersecurityhasbecomeaforefrontsubjectinthebattleagainstglobalterrorism.Mobiledevicesare
notlikethedevicesofthepastasthecomputingpowerisonparwiththatofsomedesktopstoinclude
thesedeviceshavetheabilitytoexecutemaliciousapplications.

Chapter7,“SurveyinSmartphoneMalwareAnalysisTechniques”,surveysvariousapproachesused
inMobilemalwaredetectionandInvestigatesweaknessesofexistingcountermeasuressuchassignature-
basedandanomaly-baseddetection.

Chapter8,“TrustManagementinMobileAdhocNetworksforQoSEnhancing”,istheproposition
ofatrustbasedenvironmentforMANETandsecuringitagainstcollusionattackinordertoenhancethe
networkQoS.Thisisachievedusingthreesteps:(1)thedefinitionofaformaltrustbasedenvironment
(2)theadditionofaprocesshandlingcollusionattackand(3)theextensionofthewholepropositionby
adelegationprocessallowingnodesfunctionalitiessharing.

Chapter9,“InsiderThreats:DetectingandControllingMaliciousInsiders”,presentshowmalicious
insidersareposinguniquesecuritychallengestoorganizationsduetotheirknowledge,capabilities,and
authorizedaccesstoinformationsystems.Thischapterinvestigatesthescaleandscopeofmalicious
insiderrisksandexploretheimpactofsuchthreatsonbusinessoperations.

Chapter10,“AuthorshipAnalysis:TechniquesandChallenges”,discussedtheprocessofexamin-
ingdocumentstodeterminethestylisticdetailsunderlyingthedocumentandhenceinferringaboutthe
characteristicsoftheauthorofdocumentinordertoattributetheauthorshiptoaparticularauthororto
confirmtheauthenticityofaclaimedauthorship.Theauthorsdiscusstheexistingmethodsthathave
beenusedsofartodealwithautomationofauthorshipanalysisandthechallengesfacedbythem

Chapter11,“TheNeedforaDualistApplicationofPublicandPrivateLawinGreatBritainFollow-
ingtheUseof“FlameTrolling”Duringthe2011UKRiots:AReviewandModel”,recommendsfurther
researchtoestablishwhetheritshouldbethecasethatinasocietybasedondualismthatcriminaland
civilcasesshouldbeheldatthesametime,andthatinbothinstancesthosebeingaccusedofanoffence
ortortshouldbeallowedtobringacounter-claim.Itisdiscussedthatinsuchasystemthecasesthat
wouldbebroughtarewherethereisaclearvictimwhohadnopartintheoffenceagainstthem,suchas
murder,rape,theftandburglary,whichareusuallycarefullyplannedandorchestratedacts.
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Chapter12,“NativeLanguageIdentification(NLID)forForensicAuthorshipAnalysisofWeblogs”,
presentsintroducesNLIDandconsidersthecaseworkapplicationswithregardtoauthorshipanalysis
ofonlinematerial.Itpresentsfindingsfromresearchidentifyingwhichlinguisticfeatureswerethebest
indicatorsofnative(L1)PersianspeakersblogginginEnglish,andanalyseshowthesefeaturescopeat
distinguishingbetweennativeinfluencesfromlanguagesthatarelinguisticallyandculturallyrelated.

Chapter 13, “Leadership Approaches for Managing Healthcare Information Security Millennial
Employees:HealthInformationSecurityLeadershipApproaches”,presents

Chapter14“LearningManagementSystems:UnderstandandSecureYourEducationalTechnology”
presentsbackgrounddataconcerningbreachesandthelackofassociatedtalenttosupportthesecyber
attacks.Thischaptersexploreshowtoachievethisamongmillennialemployees.

Chapter15,“TheInnovationandPromiseofSTEMOrientedCyberSecurityCharterSchools in
UrbanMinorityCommunities:CyberTerrorismWorkforceDevelopment”,provides insightonhow
theUSpipelineofminoritystudentsstudyingSTEMfallsshortinproducingthenextgenerationof
cybersecurityprofessionals.

Chapter16,“Communication,Technology&CyberCrimeinSub-SaharanAfrican”,discussesmobile
andinternettechnologiescurrentlybeingutilizedinSub-SaharanAfricaaswellassomeofthemajor
cybersecurityconcernsthreateningnetworksintheregionthatareassociatedwiththeneweconomic
growthontheAfricancontinent.Thisisimportantasthisregionisrapidlydevelopingitstechnology
base.Sub-SaharanAfricaisexperiencingmanyoftheissuesassociatedwiththebenefitsofcybertech-
nologyaswellasitsmanynegativesides.
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